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Abstract

• Cloud computing is a cutting-edge business concept that allows 
businesses to benefit from technology without making any upfront 
investments. In recent years, cloud computing has been regarded as 
one of the most promising areas of computer science. But it does 
have security issues that may concern the organizations to migrate to 
the cloud from the on-premises. In this paper, we are going to discuss 
different HCI aspects related to cloud computing and its security 
issues.



Different Aspects of HCI in Cloud

• User Centric Design

• Human Factors

• Use Case Analysis

• Input Design

• Accessibility



User-Centered Design

• The basic concept of cloud computing is to allow individuals to store and access their data in a dispersed 
virtual environment.

• User-centered design is one of the most important aspects of cloud computing as the interactive design helps 
people understand how to use the cloud and access all the facilities and features the cloud provider provides.

• When it comes to cloud computing security, consumers must always think about it when deciding whether or 
not to use it. 

• Some of the examples of interaction design in cloud computing are Cloudroom, iCloud.

• Cloudroom is a tool that allows individuals to arrange data and interact with it across different data regions. It 
is an application that can be used to manage and visualize the resources in the cloud computing platform. 

• iCloud is a programming environment that is “focused on how dynamic aspects of interactions can help 
address important issues in cloud programming

• There is limited research in HCI and design on how the design of particular programming environments 
impacts usability and user experience.



User-Centered Design

• Reach4Cloud’s purpose is to provide interactive spaces that allow users transparent access to resources and 
services, so that these users can “solely focus on their daily life and use the services when needed without 
disrupting everyday activities.”

• Designing a Cloud computing platform with people in mind can help improve the sustainability and 
interaction design along with following all the HCI Principles.

• 1. Location-based cloud interactivity devices - This is one of the designs where we get to introduce cloud 
computing interactivity to devices based on location like mobile, office, home, etc.

• 2. Cloud sustainability meters and social networking - Individuals are targeted by the StepGreen
(www.stepgreen.org) site, which includes carbon calculators and makes use of social networking to promote 
sustainable energy consumption and other sustainable habits. We can use this similar approach for the cloud.





Human Factors

• Data breaches on Cloud systems are a big source of concern, and the fundamental causes of such data 
breaches must be investigated.

• The primary cause of a data breach could be due to both technological and human factors. 

• Two aspects of the findings are discussed: how human factors are becoming a reason for data breaches in the 
Cloud, and whether the implications of Human Factors outweigh those of other factors

• Here we are going to look at some of the data breach case studies that involve human factors.

• The table contains information regarding the cases, the reasons for breach and if the human factor is involved.



Case Study Reason(s) for Breach Human Factor 

involved?

AFF Using a weak hashing algorithm Yes

Deloitte System compromised through an unsecured 

administrator password. Weak password strategy 

used by the administrator, no two-factor 

authentication

Yes

Dropbox The employee using the same password for Yes

Equifax Application vulnerability that the organization 

failed to address in good time

Partially Yes

iCloud The vendor denied breach, claimed it was 

account specific targeted attack

Yes (based on 

vendor's claim)

LinkedIn Using weak passwords and password reuse Yes

Phony phone- call 

on iCloud

Scam calls to victimize people Yes

Scottrade Inadequate safeguard by a third-party vendor Yes

Uber placing Uber's Cloud server (AWS) account 

username and password on online code 

repository GitHub

Yes



Fig 1 Human factor-centric attack from Fig 2 Human factor-centric incident 

on internal and external sources/causes IT and non-IT Companies            



Use-Case Analysis

• issues can be grouped into 4 parts: architecture-related issues, service-model-related issues, cloud 
characteristic issues, and cloud stakeholder-related issues. 

• There are different stakeholders involved in the cloud computing model: a cloud provider (an entity that 
delivers infrastructure to cloud consumers), a service provider (an entity that delivers applications/services via 
the cloud infrastructure), and a service consumer (an entity that uses the services hosted on the cloud 
infrastructure).

• The implemented security features must be negotiated and agreed upon by providers and consumers. 

• The cloud stakeholders have not been provided with standard security specification notations so, as a 
stakeholder, you have your own security management processes, which are used to define your assets, risks, 
impacts, and measures to mitigate those risks. 

• Between cloud providers and consumers, there must be transparency about what security is applied, what 
dangers exist, and what breaches occur on the cloud platform and hosted services. 

• This is referred to as "trust but verify“. The cloud consumer or customer can trust the cloud provider but they 
can also expect a tool from the cloud provider that helps them verify and monitor their security enforcements.



Input Design

• Input Design is the process of converting a user-oriented description of the input into a computer-based 
system. 

• The design of cloud systems is difficult and necessitates some experience in the field of distributed systems. 

• Essentially, we present a methodology that takes a collection of characteristics as inputs, such as the total 
number of computers to be allotted in the cloud, features to be enhanced by the cloud (e.g., performance, cost, 
or energy-saving), and the cloud service to be implemented 

• iCanCloud is a cloud computing simulation software that allows users to develop and test cloud computing 
systems. 

• It predicts all the trade-offs and then offers users valuable data on these metrics. 

• The iCanCloud platform allows you to model and simulate several types of virtual machines in the same 
cloud environment.



Figure 3 Architecture of the iCanCloud simulation platform



Accessibility

• You may access your data from anywhere as long as you have an internet connection.

• Because your data is kept in a safe data center rather than your server room, power outages have no impact on 
the cloud.

• Many service providers guarantee a 99.9% uptime. An internet connection is always available to access your 
info 

• Though the consumer cloud brings some benefits for consumers, consumers are concerned about accessibility 
issues surrounding cloud-based services in relation to their apps and web-based services.
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